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The Colonial Pipeline Attack: Rethinking Cyber 
Regulations on Utility Companies
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In May 2021, the DarkSide ransomware attack on the Colonial Pipeline forced a shutdown of the 5,550-mile gasoline 
pipe, causing chaos and panic over shortages of gasoline all across the East Coast. The critical utility that supplies 
45% of the East Coast's fuel was out of commission for days.

While the shutdown of the pipeline proved to be problematic, the attack also exposed the federal government's weak 
spot when it comes to oil and gas cybersecurity.

Read more about the impact of the Colonial Pipeline attack in the article written by attorneys Howard Goldberg and 
Marissa Morte for The Legal Intelligencer and Law.com here.

mgmlaw.com
Boston | Boston - State Street | Chicago | Dallas | Hattiesburg | Irvine | Jackson | Los Angeles | Madison County/St. Louis | Miami | New Jersey | New Orleans | New York | 

Providence | San Francisco | Walnut Creek | Wilmington

Attorney Advertising. This material is for general informational purposes only and does not represent our advice as to any particular set of facts; nor does it represent any undertaking to 
keep recipients advised of all legal developments. Prior results do not guarantee a similar outcome. © 2025 Manning Gross + Massenburg LLP

https://www.law.com/thelegalintelligencer/2021/07/18/the-colonial-pipeline-attack-rethinking-cyber-regulations-on-utility-companies/

